III. Network Services Design

A.    Network Services

Business Needs

Assess the business needs
 
Proposed Network Services

Determine and list the network services needed to implement the design. Provide setup and licensing information (as necessary).
 
Justification

Justify your determination that the network services are needed and will meet the business needs

Example: There needs to be a DHCP, DNS, File, and Active Directory Server on the network. Please give examples of why these servers are needed and what role they will play. Cover policy and process such as configuration management, asset inventory, and baseline configuration.
.
 
B.    Network Security Measures

Business Needs

Assess the business needs
 
Proposed Network Security Measures

Outline network security measures needed in the design. This includes training, monitoring, and maintenance procedures. Provide implementation details of these measures.
 
Justification

Justify your determination that the network security measures are needed and will meet the business needs.
 
 
Example: Discuss Patching, Scanning, SIEM, Logging and other measures.  How will the systems in this company’s network be updated? Discuss Firewall rules, for example all traffic will be allowed out or just ports 80 and 443 traffic will be allowed out. What version of Anti-Virus should be used on machines?
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